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Abstract

E-Commerce plays very critical role in everyone’ s life. Smart models and models have
become popular as technological solution that offers a better experience for children. However,
the technology employed greatly increases the risks to children’ s privacy, which does not seem
to have become a real concern for toy makers. We investigated this issue through a study driven
by two major research questions: which are the major smart models-related children’ s privacy
risks and which are the major mitigation so to such risks. To answer these questions, we
conducted a scoping review. The most mentioned technical risk is data disclosure, while from a
domain-specific perspective there is much concern on the children’ s physical and psychological
safety. From a mitigation standpoint, many recommendations and solutions have been proposed,
but without a more common type of contribution. This paper focuses on the significant risk or
threat to maintain security in the elegant models on E-commerce.
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INTRODUCTION

Both toy and game companies have started to integrate hardware and software computing
into smart models Smart models became able to collect and process data in real time favored by
miniaturization and lower costs of processing circuits. The industry also refers to them as
connected models given their connectivity to other models or gadgets such as smart phones,
tablets and game consoles. They can often connect to mobile and cloud services consequently
permeating the domains of the Internet of Things (10T), which in this context is sometimes called
the Internet of Models. loModels uses short- or long-range wireless communications protocols
such as Wi-Fi, Bluetooth or Near Field Communication (NFC) for the acquisition, computing
and transfer of child user’ s personal and non-personal information. The National Institute of
Science and Technology (NIST) define Personally Identifiable Information (PII) as “ any
information about an individual maintained by an organization that can be used to distinguish or
trace an individual® s identity, including any information linkable to an identifiable individual”
(NIST, 2010). The International Organization for Standardization (ISO) defines PIl as “ any
information that (a) can be used to establish a link between the information and the natural
person to whom such information relates, or (b) is or can be directly or indirectly linked to a
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natural person” . In addition to PII, there are other types of user-sensitive data that may reveal
personal information about them, such as context data. Context data is data observed and
collected through sensors that gather signals on the user and its environment Context data can be
used to characterize some situation, as location or time, for example. Interaction data can also be
sensitive, i.e., data derived from children’ s interactions with the toy, such as video and voice
recordings. Smart models use user-sensitive data for a variety of reasons. For example, pervasive
location-based applications, such as Niantic’ s Pokémon Go, collect Global Positioning System
(GPS) data to allow outdoor playing. Smart models such as Mattel’ s Hello Barbie, including
companion robots such as Asus’ Zenbo aim to promote social communication between the user
and the social toy or robotic agent. Conversation functions use speech recognition and Atrtificial
Intelligence (Al) to establish and maintain a reasoning-based dialogue with the child. Thus,
collecting, sharing, and storing PII, context data or interaction data, such as geo-location and
child voice recordings, are common practices for these social agents in order to offer an
experience resembling human communication.

BACKGROUND

Privacy can be considered a very vague concept and can be defined in different forms
depending on the purpose. A generic way of defining privacy aligned to the purpose of this paper
is the right that someone has to keep their personal life or personal information secret or known
only to a small group of people. We refer to children’ s privacy when the data for which privacy
is desired is that of a child. loT-related products, including loModels, offer clear risks to the
user’ s privacy since they can collect, store and manage PII, including sharing users’ PII with
third parties. Governmental entities are worldwide taking efforts to regulate data privacy
protection rules to be employed in companies and organizations. For example, the General Data
Protection Regulation is a generic regulation on data protection and privacy for all individuals
within the European Union and the European Economic Area, which also addresses the export of
personal data outside this region. GDPR defines Personal Data (PD) as anything containing
directly or indirectly compromising information that can expose user privacy and allow the
singling out of individual behavior.

loT-related products, including loModels, offer clear risks to the user’ s privacy since
they can collect, store and manage PII, including sharing users’ PIl with third parties.
Governmental entities are worldwide taking efforts to regulate data privacy protection rules to be
employed in companies and organizations. For example, the General Data Protection Regulation
(GDPR) is a generic regulation on data protection and privacy for all individuals within the
European Union and the European Economic Area, which also addresses the export of personal
data outside this region. GDPR defines Personal Data (PD) as anything containing directly or
indirectly compromising information that can expose user privacy and allow the singling out of
individual behavior. Models are products intended for leisure, learning, socialization and
physical play that can address various benefits to child development. Smart models appeared as a
response to the sales decrease of traditional models, which happened because of the increasing
popularity of the internet- and console-based video gaming products. The term smart toy covers
a range of play products that can present different levels of network, processing and reasoning
capabilities. Smart models appear in various shapes, including anthropomorphic and humanoid,
such as a plush toy, a doll, a companion robot or a wearable gadget. Technological solutions
used by these smart models vary since Augmented Reality (AR) resources to advanced functions
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such as wireless connectivity features and Al-based conversation functions. A new wave of
smart models appeared more recently with the models that listen.

TERMINOLOGY

We found a significant number of works addressing privacy and security concerns
regarding smart models. However, there is not yet a systematic study of the literature that
analyzes the papers published in this context. We found some literature reviews that only
partially cover our topic of interest. That means we could find some secondary studies on privacy
and security in contexts other than smart models as well as some secondary studies on smart
models with concerns other than privacy and security. Although smart models are considered a
sub-area of 10T or BYOD, these more general reviews fail to address smart models as this is a
very specific subject within 1oT and BYOD and they refer to more general aspects. Loukil et al.
addresses six specific application domains: smart cities, smart homes, smart grids, health care,
location sharing and smart spaces; none directly related to smart models. Big data is high
relevant to smart models as one of the primary sources of risk of privacy violation when using
smart models is the large amount of data collected by the toy companies from their child-users.

However, also in this case, as it is a very specific subject within the big data area, smart
models is not one of the topics covered in this review. The other three reviews address smart
models without covering privacy concerns. Two of them address smart models applied for
clinical treatment. Nunes et al. present two complementary reviews on applying smart models in
the medical field, which include works to explain medical procedures for hospitalized children or
to assist in rehabilitation therapies for children with disabilities such as children with autism. The
length of time each review covered varies greatly (3— 19 years), which depends on the specific
context and purpose of each case. One may desire to increase or decrease the number of studies
to be analyzed; or a specific topic may be so recent that it would not make sense to look for
papers in a distant past. Another factor potentially influencing the number of studies to be
selected and analyzed in the review refers to which data sources were chosen to search for
papers. Most reviews used multiple databases. Two reviews also looked for papers in specific
conference proceedings. In the end, the number of papers (primary studies) ranged from 5 to 118,
which resulted from both the search protocol decisions and mainly the review topic and context
themselves.

CONCLUSION

This study aimed to review the scope of published work related to privacy issues in smart
models, focusing on the risks solutions. Two research questions were addressed. For the first
research question - which risks to children’ s privacy when using smart models have been
addressed?, the most commonly mentioned technical risk is data disclosure, while from a
domain-specific perspective, there is much concern on the children’ s physical and
psychological safety. As for the second research question - which mitigation solutions to
children’ s privacy risks have been proposed?, while several recommendations and solutions
have been proposed, we did not identify a more frequent contribution type. We observed that
many issues could certainly be mitigated most of the time with existing, and even simple,
solutions from the broader IoT context.
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