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ABSTRACT

Generation, distribution, exchange, storage, usage, revocation, etc. of cryptographic keys are all
part of key management in a cryptographic system. User protocols, policies, guidelines, policy
standards, protocol design, key server, cryptographic algorithms, coordination among system
components, group and subgroup management, peer-to-peer communication, system framework,
user training, etc., are all part of key management. The key to every secure cryptosystem is the key
itself. The cryptographic system's security relies heavily on the care with which cryptographic
keys are handled. The true difficulty of key management is in the effective management of the
whole key life cycle, not in the storage and encryption of keys. Cybercrime is defined as a crime in
which a computer is the object of the crime or is used as a tool to commit an offense. Cyber
Security is a system of defending information, servers and network from malicious attacks. Now a
day’s every information or data is digitalises which are stored in server, clouds and other
resources.
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l. INTRODUCTION

Life of any key depends on various cryptographic parameters including the length of the key,
strength of cryptographic algorithms, medium of key transmission, various possible attacks and
availability of computational power to break that key.

If the length of the key is sufficiently large and cryptosystem is sufficient secure in terms of
leakage of the secure key then existing key length sustains for a long time.
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If any key is compromised by any means like distribution of key through insecure media, man in
middle attack, small length of key, cryptographic attacks then key is need to be revoked.

Revocation of key is needed to limit the amount of information to be encrypted by any key,
protects from various attacks, limits the system exposure, avoids certain cryptographic
catastrophic failures (e.g. AES GCM mode loses protection if more than 64 GB is encrypted on
the same key), protects against current or future algorithmic weakness that reduce key lifespan
etc.

To manage the keys efficiently, key management framework plays an important role. Framework
defines the life of the key and also provides the guidelines how to manage the key during the
various stages.

In this chapter, key management life cycles (Symmetric and Asymmetric) and Key revocation
model to revoke the keys are proposed.

II.  ASYMMETRIC AND SYMMETRIC KEY MANAGEMENT

Asymmetric key Management: In asymmetric key cryptographic systems, two cryptographic keys
are used; out of these two keys, one is used for encryption and another for decryption.

Both keys are mathematically inverse of each other, when plaintext is encrypted by one key then
corresponding cipher text is decrypted using the second key.

Encryption key is called Public key which is made available publicly.

Decryption key is called Private key and owner of this key keeps this key secretly. Asymmetric
encryption / decryption methodology is given in Figure 1.
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Figure 1. Asymmetric Encryption/Decryption

Asymmetric key encryption is much slower than symmetric key encryption and hence
Asymmetric key encryption is primarily used for key exchanges and digital signature purpose
only. For data transfer, Symmetric key is preferable.

I11. CRYPTOGRAPHY:

Cryptography is the art of secret writing which is used since Roman times to hide information
secret or keeping the message. To keep information secret a widely used method is encryption and
decryption which are the basic function of Cryptography. In cryptography the information is
converted into unreadable format which is cipher text or cypher text which is cannot be
understand by unauthorized user only a person who having a key can able to decode the
information into original format which is called plaintext.

As we know that in the main goal of cyber security is securing the information and data from
unauthenticated users. To secure the information or data we having cryptographic algorithms
which are help to encrypt the data.

© Association of Academic Researchers and Faculties (AARF)

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories.

Page | 797



rypuon
\lg wi llm

Plainrext
- civer

Figure 2. Cryptography
AV CLASSIFICATION OF CRYPTOGRAPHY:

Encryption algorithms can be classified into two categories- Symmetric and Asymmetric key
encryption.

e Symmetric Algorithm
e Asymmetric Algorithm

Symmetric Algorithm

In the symmetric key encryption, same key is used for encryption and decryption both. Symmetric
key cryptosystems are faster than the asymmetric key cryptosystems. It is used to provide
confidentiality of the messages. There are hundreds of different symmetric key algorithms
available. Each has its own strengths and weaknesses. Some of the more common examples are
DES, 3DES,ETC

1. DES (Data Encryption Standard): DES was originally developed in 1976. It has been one of
the most widely used encryption algorithms. This is partially due to the fact that it was adopted as
the government standard for encryption. The DES algorithm itself is very strong. The weakness of
the original DES standard is that it uses a 56-bit encryption key.

2. 3DES: It is most commonly known as Triple DES. It applies the DES algorithm three times to
each block of data that's why it's called 3DES. 3DES has overtaken its predecessor, DES, and is
currently considered to be the most widely used standard for secure encryption. The algorithm
itself is just as strong as DES and also has the advantage of being able to use longer key lengths.
A key must be specified for each of the 3DES encryption. There is an option of using the same
key for each, the same for two of the iterations, or a different key for each of the iterations. The
most secure implementation is to use a different key for each iteration. If you use the same key for
all three iterations, the key strength is considered to be 56 bits. That's basically the same as DES.

Asymmetric Algorithm:

© Association of Academic Researchers and Faculties (AARF)

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories.

Page | 798



In the asymmetric cryptography a key can be divided into two parts, a public key and a private
key. The public key can be available for everyone while the private key must be kept secret.
Asymmetric cryptography has two major use cases: confidentiality and authentication. Using
asymmetric cryptography, messages signed with a private key, and then anyone with the public
key is able to verify that the message was created by someone possessing the corresponding
private key. This can be combined with a proof of identity system to know what entity (person or
group) actually owns that private key, providing authentication. Encryption with asymmetric
cryptography works in different way from symmetric encryption. Asymmetric key algorithms
aren't as widely used as symmetric counterparts. So we'll go over two of the big ones: Diffie-
Hellman and RSA

1. Diffie-Hellman: The Diffie-Hellman algorithm was one of the earliest known asymmetric key
implementations. The Diffie-Hellman algorithm is mostly used for key exchange. Although
symmetric key algorithms are fast and secure, key exchange is always a problem. You have to
figure out a way to get the private key to all systems. The Diffie-Hellman algorithm helps with
this. The Diffie-Hellman algorithm was used to establish a secure communication channel used by
the systems to exchange a private key. This private key is then used to do symmetric encryption
between the two systems.

2. RSA ( Rivest Shamir Adelman algorithm): RSA was developed in 1978. RSA was the first
widely used asymmetric algorithms used for signing and encryption. It supports key lengths of
768 and 1,024 bits. The RSA algorithm uses a three-part process. The first part is key generation.
The keys used in the RSA algorithm are based on prime numbers. The second part of the process
is encryption. This encryption is done using public key and private key pair. The third part of the
process is decryption. The decryption is done using the private key.

V. TRENDS OF CYBER SECURITY
1. Web servers

The risk of assaults on web applications to separate information or to circulate malicious code
perseveres. Cybercriminals convey their code using good web servers they have traded off. In any
case, information taking attacks, a considerable lot of which get the deliberation of media, are also
a significant risk. Currently, individuals need a more unusual accentuation on securing web
servers as well as web applications (Bendovschi, 2015). Web servers are mainly the preeminent
stage for these cybercriminals to take the information. Thus, one should reliably utilize an
additional secure program, mainly amid vital exchanges all together not to fall as a quarry for
these defilements.

2. Mobile Networks

© Association of Academic Researchers and Faculties (AARF)

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories.

Page | 799



The risk of assaults on web applications to separate information or to circulate malicious code
perseveres. Cybercriminals convey their code using good web servers they have traded off. In any
case, information taking attacks, a considerable lot of which get the deliberation of media, are also
a significant risk. Currently, individuals need a more unusual accentuation on securing web
servers as well as web applications (Bendovschi, 2015). Web servers are mainly the preeminent
stage for these cybercriminals to take the information. Thus, one should reliably utilize an
additional secure program, mainly amid vital exchanges all together not to fall as a quarry for
these defilements.

3. Encryption

It is the method toward encoding messages so programmers cannot scrutinize it. In encryption, the
message is encoded by encryption, changing it into a stirred-up figure content. It commonly
completes with the use of an “encryption key,” that demonstrates how the message is to encode.
Encryption at the earliest reference point level secures information protection and its
respectability (Sharma, 2012). Additional use of encryption obtains more problems in
cybersecurity. Encryption is used to ensure the information in travel, for instance, the information
being exchanged using systems (for example the Internet, online business), mobile phones,
wireless radios and so on.

4. ADP’s and targeted attacks

Advanced Persistent Threat (APT) is a whole of the dimension of cybercrime ware. For quite a
long time network security capacities. For example, IPS or web filtering have had a key influence
in distinguishing such focused-on assaults (Bendovschi, 2015). As attackers become bolder and
utilize increasingly dubious methods, network security must incorporate with other security
benefits to identify assaults. Thus, one must recover our security procedures to counteract more
dangers coming later on. Subsequently the above is a portion of the patterns changing the essence
of cybersecurity on the planet. The top network threats are showing in figure 3.
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Figure 3. Threats for Cyber Security
V1. CONCLUSION

Cyber-security is both about the insecurity made by and through this new space and about the
practices or procedures to make it (progressively) secure. Exertion to verify the cyberspace should
give a definitive need else the "information technology” will not be viably used by clients. The
terrorist of things to come will win the wars without discharging a shot just by crushing the
country's necessary substructure if steps are not taken to handle the pervasiveness of the
expansion in such a cyber-attack. They can bring an unknown look into the lives of others,
regardless of whether they live nearby or over the globe.

With the increase in the users of internet, the increase in cyber-crimes can also be seen. Cyber-
crime can be done mainly by using the technique of hacking. Hacking is the method in which the
criminals get access to the victim’s system without their knowledge. All the persons who use
internet and especially those make money transactions through internet must be beware of the
cyber criminals. It is the need of today’s world to have knowledge about the crimes that are
associated with the internet. It is the duty of each one of us to be aware of the basic internet
security like changing the passwords regularly, keeping long passwords, avoids disclosing
personal information to strangers on the internet or entering credit card details on unsecured
websites to avoid any fraud, etc. Government is also making efforts to have a control on these
cyber-crimes. IT Act 2000 is made to deal with the cyber-crimes.
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